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Quick Sheet: Change TLS Settings in Internet Explorer

Audience: All GrantSolutions Grants Management Module Users

Steps

1. From Internet Explorer, select Tools - Internet Options.
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Turn on Tracking Protection
ActiveX Filtering I iX I ; I rI rI EN I i

Fix connection problems...

Reopen last browsing session

Add site to Start menu
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2. Select the Advanced tab.

Internet Options m

| |
| General | Security I Privacy I Content I Connections I Programsll Advanced l

Settings

=)l Accelerated graphics

[] use software rendering instead of GPU rendering®
@ Accessibility

[7] Always expand ALT text for images

[T] Enable caret Browsing for new windows and tabs

[T] Move system caret with focus/selection changes

[7] Play system sounds

[] Reset text size to medium for new windows and tabs

[] rReset zoom level for new windows and tabs
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3. Scroll down the page to the Security section.

Internet Opticns

=

| General I Security | Privacy | Content | Connections F‘rograms| Advanced [

Settings

% Security

Chedk for publisher's certificate revocation
Chedk for server certificate revocation™
Chedk for signatures on downloaded programs
[] Do not save encrypted pages to disk

Enable DOM Storage
Enable Integrated Windows Authentication™

[¥] Enable native XMLHTTF support
a4 | m |

[ allow active content from CDs to run on My Computer®
[ allow active content to run in files on My Computer®

[ allow software to run or install even if the signature is invi
[ Block unsecured images with other mixed content

[] Empty Temporary Internet Files folder when browser is ch

Enable memary protection to help mitigate online attacks™

k

*Takes effect after you restart Internet Explorer
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4., Check toseeif Use TLS 1.1 and 1.2 are unselected.

Internet Opticns

|5 |

| General | Security I Privacy | Content | Connections I Prugramsl Advanced l

Settings

Enable DOM Storage
Enable Integrated Windows Authentication™

Enable native XMLHTTF support
Enable SmartScreen Filter

[ usessL 2.0

Use S50 3.0

Use TLS 1.0

[ useTs 1.1 @

[ useTLs 1.2

Warn about certificate address mismatch™

a4 | m |

Enable memary protection to help mitinate online attacks™®

[ warn if changing between secure and not secure mode =
Warn if POST submittal is redirected to a zone that does n

[t

*Takes effect after you restart Internet Explorer
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5. Select Use TLS 1.1 and select Use TLS 1.2.

Internet Opticns M

| General I Security | Privacy | Content | Connections F‘rograms| Advanced [

Settings

Enable DOM Storage -
Enable Integrated Windows Authentication™

Enable memary protection to help mitigate online attacks™
Enable native XMLHTTP support

Enable SmartScreen Filter

[ usessL 2.0

Use 55L 3.0

Use TLS 1.0

Use TLS 1.1

Warn about certificate address mismatch™

[] warn if changing between secure and not secure mode B
Warn if POST submittal is redirected to a zone that does n

s
4 | ] | b

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

6. Click Apply and then OK.

Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer’s settings to their default Reset
condition, =

You should anly use this if your browser is in an unusable state.

[ ok || cancel || apply |
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